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WEST Search History 



DATE: Thursday, October 12, 2006 

... , „ Set ~ Hit 

Hide?^£ta Count 

DB=PGPB t USPZ USOC,EPAB,JPAB t DWPI t TDBD; PLUR=NO; OP=OR 

□ L53 (150 or 151) and ((extensible adj 1 markup adj 1 language) or xml) 9 

□ L52 (150 or L5 1 ) and (current adj 1 (value or values)) 0 

□ L5 1 (147 or 148 or 149) and (server near (property adj 1 value)) 4 

□ L50 (147 or 148 or 149) and (server with (property adj 1 value)) 19 

□ L49 709/203xcIs. 6954 

□ L48 707/1 0.ccls. 6290 

□ L47 707/1 -S.ccls. 15552 

□ L46 ^ anc * ((( extens ^^ e a 4) 1 markup adj 1 language) or xml) near (map or graph or ^ 

histogram)) 

□ L45 L44 and (current adj 1 (value or values)) 13 

□ L44 (server with (property adj 1 value)) 108 
DB=PGPB; PLUR=NO; OP=OR 

□ L43 LI and (server near (web adj 1 (site$ or page$))) 0 

□ L42 LI and (server near value$) 0 

□ L41 LI and (server with value$) 0 

□ L40 LI and (server with propert$) 0 

□ L39 LI and (server near propert$) 0 
DB^USPT; PLUR=NO; OP-OR 

□ L38 L37 and (server near (web adj 1 (site$ or page$))) 6 

□ L37 (server near side).ti. 39 

□ L36 (server near side) 4151 

□ L35 L3 3 *and (server near propertS) 49 

□ L34 L3 3 and (server near value$) 49 

□ L33 microsoft. asn. 5642 

□ L32 L31 and server.ti. 74 

□ L3 1 (server near (web adj 1 page)) 734 

□ L30 ((property adj value$) near server$) 12 
DB=PGPB; PLUR^NO; OP=OR 

□ L29 L27 and server.ti. 29 
D L28 LI and server.ti. 0 
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□ 



□ 



□ 



L27 


(server near propertS) 


271 


L26 


L25 and propertS.ti. 


0 


L25 


server. ti. 


4400 


L24 


((property adj 1 value) with serverS) 


63 


L23 


((property adj 1 value) near serverS) 


7 


L22 


(property near value near server$) 


8 


L21 


((property adj 1 value) near sever) 


0 


L20 


(property near value near sever$) 


2 


L19 


(property adj 1 value) 


2579 


T 1 O 

LIS 


LI 7 not microsoft 


149 


L17 


L16 and serverS. ti. 


239 


L16 


LI 5 and ((world adj 1 wide adj 1 web) or www or internet or (web adj 1 pageS) or 
(internet adj 1 pageS) or (web adj 1 site$) or (internet adj 1 site$)) 


2589 


TIC 

L15 


(server with prbpertS) 


2876 


L14 


LI 3 not microsoft 


21 


L13 


L 1 2 and ((world adj 1 wide adj 1 web) or www or internet or (web adj 1 pageS) or 

^llHCIIlCL aUJ 1 pa^Cv4>^ Ul ^WCU dUJ 1 MlCM>y UI ^llllCI I1CL aUJ 1 allCtPjy 


49 


L12 


Lll and (client near nronerS^ 


52 


Lll 


( server near nronerS^ 


652 




USPT; PLUR^NO; OP=OR 




L10 


L9 and (server near propertS) 


32 


L9 


(client near propertS) 


139 


L8 


L7 and (server with propertS) 


540 


L7 


(client with propertS) 


1137 


L6 


(6519764 6463442 6304918).pn. 


3 


T ? 


T A nnH rli^ntt ti 
LH dllLl 01 1 CIU4>. U . 


1 1 
1 1 


L4 


LI and server. ti. 


45 


L3 


LI and propertS.ti. 


6 


L2 


LI and value. ti. 


1 



(6292830 6370569 6413100 5893091 6138142 6442549 6757900 6792607 
6938077 6170016 6397253 6480852 5913025 6598060 6658460 6038596 
6088805 6189137 5937160 6023726 6026437 6044385 6052716 6055572 
6131 110 6192383 6243722 6314456 5896533 5941944 6038610 6041355 
6101472 6154849 6175863 6178460 6209003 6209027 6237030 6253228 
6334145 6393569 6418544 6519646 6799215 6823393 6934740 7003565 
6170014 5784562).pn. (6269394 5956716 6006332 6057854 6148401 6199081 
6282573 6381698 6549221 6606664 6643691 6812941 7003587 5721779 
5842219 6253193 6363488 6389402 6427140 6434535 6789128 6226752 
6226752 6418448 5793972 5869819 5892919 5907680 5964836 5992752 
6045048 6068188 6073163 6076733 6141010 6152369 6175832 6209018 
6229534 6263371 5774660 5812776 5848415 5920856 6078886 6092100 
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6096096 6098092 6157705 6167449).pn. (6182129 6230196 5826267 5847708 
5873077 5878218 5893109 5918013 5961586 5973696 5991808 5996010 
6009459 6038598 6055544 6065058 6070176 6073168 6076104 6104380 
6134680 6141759 6148335 6167409 6178433 6181691 6182127 6182227 
6192380 6205417 6205474 6209029 6209048 6240443 5708780 5745681 
5754830 5778367 5781739 5794230 5796952 5805803 5870544 5877757 
5878223 5878219 5905248 591 1043 5933829 5940843).pn. (5987504 5996022 
6008814 6014702 6021426 6023764 6026087 6034689 6035324 6041326 
6055564 60701 84 6074299 6092178 6108706 6108656 61 12235 61 19166 
6122657 6138155 6167523 6185598 6189019 6189103 6195693 6199204 
6202207 6205415 6205416 6209104 6216101 6216101 6233541 6233542 
6233543 6233601 6233618 6236989 6243662 6430618 5737533 5751956 

n 5761673 5764906 5764916 5768515 5793966 5802530 5838682 5848413).pn. 

! ; L1 (5855020 5867665 5867651 5867667 5870562 5870546 5877765 5884035 
5884301 5889951 5890172 5890171 5892908 5893915 5894554 5940074 
5946697 5944793 5956490 5960411 5961594 5974461 5987466 5996015 
6002853 6003087 6003032 6006252 6005563 6011546 6012071 6012086 
6012126 6014692 6023268 6026430 6026440 6035281 6037934 6041360 
6047126 6049342 6058428 6065051 6065046 6064977 6073124 6085193 
6091409 6092196).pn. (6101537 6105021 6108629 6112228 6119153 6119135 
61 19078 6122648 6123737 6125363 6128279 6128623 6128627 6134583 
6138150 6141018 6151624 6167453 6173406 6185585 6189030 6192415 
6202023 6202087 6208995 6211871 6212522 6212640 6215483 6220509 
6223178 6226654 6226655 6211871 6212522 6212640 6215483 6220509 
6223 178 6226654 6226655 6230319 6240453 6243443 6246758 6247021 
6253 1 88 6253 1 98 6256639 6269370).pn. 

END OF SEARCH HISTORY 
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USPTO 



Sk^SCafeS.tFull Service) Bssistet (Limited Service, Free) . Login 

Search : ff The ACM Digital Library O The Guide 
[server near property near value near client near extensible ma 



i Feedback RepM.a.prpWem SMsfaction 
survey 



Terms used 

server near property near value near client near extensible markup language near ma p 



Found 46,192 of 
186,844 



Sort results 
by 

Display 
results 



title 



' Save results to a Binder 



. v Search Tips 

l.^ nded . forn L..« □ Open resurts in a new 
window 



Try an Advanced ...Search 

Try this search in The ACM Guide 



Result page: 12345678910 



next 
Relevance scale □ Q 



Results 1 - 20 of 200 

Best 200 shown 

1 1a— Links and Navigation: Fluid annotations in an open world 
^ Polle T. Zellweger, Niels Olof Bouvin, Henning Jeh0j, Jock D. Mackinlay 

September 2001 Proceedings of the twelfth ACM conference on Hypertext and 

Hypermedia 
Publisher: ACM Press 

Additional Information: fulLcitatioa abstract, Merences, citings, index 
terms 



Full text available: ffi.adfi2Z9,SLliBl 



Fluid Documents use animated typographical changes to provide a novel and appealing 
user experience for hypertext browsing and for viewing document annotations in context. 
This paper describes an effort to broaden the utility of Fluid Documents by using the open 
hypermedia Arakne Environment to layer fluid annotations and links on top of arbitrary 
HTML pages on the World Wide Web. Changes to both Fluid Documents and Arakne are 
required. 



Keywords: Arakne, fluid documents, open hypermedia, web augmentation with open 

hypermedia 



A compressed accessibility map for XML 

Ting Yu, Divesh Srivastava, Laks V. S. Lakshmanan, H. V. Jagadish 

June 2004 ACM Transactions on Database Systems (TODS), Volume 29 issue 2 

Publisher: ACM Press 

Full text available: ^ odf(528.QQ KB) Additional Information: full citation , abstract, references, index terms 

XML is the undisputed standard for data representation and exchange. As companies 
transact business over the Internet, letting authorized customers directly access, and 
even modify, XML data offers many advantages in terms of cost, accuracy, and 
timeliness. Given the complex business relationships between companies, and the 
sensitive nature of information, access must be provided selectively, using sophisticated 
access control specifications. Using the specification directly to determine if a us ... 



Keywords: Access control, XML, structural locality 
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A conceptual framework for network and client adaptation B 
B. Badrinath, Armando Fox, Leonard Kleinrock, Gerald Popek, Peter Reiher, M. 

Satyanarayanan 

December 2000 Mobile Networks and Applications, Volume 5 issue 4 
Publisher: Kluwer Academic Publishers 

Additional Information: full citation, abstract, references, ci tines, index 



Full text available: fgl pdft'218.24 KB) 

Modern networks are extremely complex, varying both statically and dynamically. This 
complexity and dynamism are greatly increased when the network contains mobile 
elements. A number of researchers have proposed solutions to these problems based on 
dynamic adaptation to changing network conditions and application requirements. This 
paper summarizes the results of several such projects and extracts several important 
general lessons learned about adapting data flows over difficult network condi ... 

A cost-effective, high-bandwidth storage architecture 

Garth A. Gibson, David F. Nagle, Khalil Amiri, Jeff Butler, Fay W. Chang, Howard Gobioff, 
Charles Hardin, Erik Riedel, David Rochberg, Jim Zelenka 

October 1998 ACM SIGOPS Operating Systems Review , ACM SIGPLAN Notices , 

Proceedings of the eighth international conference on Architectural 
support for programming languages and operating systems ASPLOS- 

VIII, Volume 32 , 33 Issue 5,11 
Publisher: ACM Press 

Full text available- f^ todfiteZ MB; Additional Information: Miration, attract, inferences, citings, index 
' ^" L terms 

This paper describes the Network-Attached Secure Disk (NASD) storage architecture, 
prototype implementations oj NASD drives, array management for our architecture, and 
three, filesystems built on our prototype. NASD provides scalable storage bandwidth 
without the cost of servers used primarily, for transferring data from peripheral networks 
(e.g. SCSI) to client networks (e.g. ethernet). Increasing datuset sizes, new attachment 
technologies, the convergence of peripheral and interprocessor switc ... 

A dynamic view^ 

Roberto De Prisco, Alan Fekete, Nancy Lynch, Alex Shvartsman 

June 1998 Proceedings of the seventeenth annual ACM symposium on Principles of 
distributed computing 

Publisher: ACM Press 

Full text available: odfi'3.91 MB) Additional Information: full citation, references, citings, index terms 



6 A framework for call graph construction algorithms 
>#v David Grove, Craig Chambers 

^ November 2001 ACM Transactions on Programming Languages and Systems 

(TOPLAS), Volume 23 Issue 6 

Publisher: ACM Press 

Full text available: fE | odfM.36 MB1 Additional Information: full citation, abstract, references, citings, index 
^ ~ : 1 terms 

A large number of call graph construction algorithms for object-oriented and functional 
languages have been proposed, each embodying different tradeoffs between analysis cost 
and call graph precision. In this article we present a unifying framework for understanding 
call graph construction algorithms and an empirical comparison of a representative set of 
algorithms. We first present a general parameterized algorithm that encompasses many 
well-known and novel call graph construction algorithms. W ... 

Keywords: Call graph construction, control flow analysis, interprocedural analysis 
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7 A g eneral purpose proxy filtering mechanism applied to the mobile environment H 
Bruce Zenel 

October 1999 Wireless Networks, Volume 5 issue 5 
Publisher: Kluwer Academic Publishers 

Full text available: l | | pdff 385.25 KB) Additional Information: full citation, references , citings , index terms 



8 A practical flow-sensitive and context-sensitive C and C++ memory leak detector 
David L. Heine, Monica S. Lam 

May 2003 ACM SIGPLAN Notices ^Proceedings of the ACM SIGPLAN 2003 conference 
on Programming language design and implementation PLDI '03, volume 38 

Issue 5 

Publisher: ACM Press 

Additional Information: full citation, abstract, references, citings, index 



Full text available: TO pdft / 214,44 KB) 

^ Terms 

This paper presents a static analysis tool that can automatically find memory leaks and 
deletions of dangling pointers in large C and C++ applications. We have developed a type 
system to formalize a practical ownership model of memory management. In this model, 
every object is pointed to by one and only one owning pointer, which holds the exclusive 
right and obligation to either delete the object or to transfer the right to another owning 
pointer. In addition, a pointer-typed class member ... 

Keywords: error detection, memory leaks, memory management, program analysis, 

type systems 



9 A.secm^ 

Michael K. Reiter, Kenneth P. Birman, Robbert van Renesse 

November 1994 ACM Transactions on Computer Systems (TOCS), volume 12 issue 4 
Publisher: ACM Press 

Full text available: f£ ) odft2.50 MB) Additional Information: full citation, abstract reference^ diinss, index. 
^ terms, review 

Process groups are a common abstraction for fault-tolerant computing in distributed 
systems. We present a security architecture that extends the process group into a 
security abstraction. Integral parts of this architecture are services that securely and fault 
tolerantly support cryptographic key distribution. Using replication only when necessary, 
and introducing novel replication techniques when it was necessary, we have constructed 
these services both to be easily defensible against atta ... 

Keywords: key distribution, multicast, process groups 



10 A se rvic e manag ement framework for M-commerce applications 
Gary Shih, Simon S. Y. Shim 

June 2002 Mobile Networks and Applications, volume 7 issue 3 
Publisher: Kluwer Academic Publishers 

Full text available' ^ pdf(§50 12 KB) Additional Information: full citation, abstract, references, citings, index 

Mobile commerce (m-commerce) refers to an ability to conduct wireless commerce 
transactions using mobile applications in mobile devices. M-commerce applications can 
range from as simple as an address book synchronization to as complicated as credit card 
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transactions. M-commerce is expected to grow dramatically in the near future supporting 
simple to complex commerce transactions. Even though the Wireless Application Protocol 
(WAP) is designed to facilitate the development of wireless application ... 

Keywords: JINI, WAP, m-commerce, management, mobile devices 



11 A software engineering perspective on aiaorithmics 
Karsten Weihe 

March 2001 ACM Computing Surveys (CSUR), volume 33 issue l 
Publisher: ACM Press 

.„■. .. rfst Mt4P ^K»D\ Additional Information: full citation, abstract, references. Index terms. 

Full text available: 're. i pdf(1.62 MB- — : 

review 

An algorithm component is an implementation of an algorithm which is not intended to be 
a stand-alone module, but to perform a specific task within a large software package or 
even within several distinct software packages. Therefore, the design of algorithm 
components must also incorporate software-engineering aspects. A key design goal is 
adaptability. This goal is important for maintenance throughout a project, prototypical 
development, and reuse in new, unforseen contex ... 

Keywords: algorithm engineering 



12 A structura! view of the Cedar pro^ ' 

Daniel C. Swinehart, PolieT. Zellweger, Richard J. Beach, Robert B. Hagmann 
August 1986 ACM Transactions on Programming Languages and Systems (TOPLAS), 

Volume 8 Issue 4 

Publisher: ACM Press 

Additional Information: full citation, abstract, references, ci tings, index 



Full text available: W 9df(6.32 MB) 

This paper presents an overview of the Cedar programming environment, focusing on its 
overall structure— that is, the major components of Cedar and the way they are 
organized. Cedar supports the development of programs written in a single programming 
language, also called Cedar. Its primary purpose is to increase the productivity of 
programmers whose activities include experimental programming and the development of 
prototype software systems for a high-performance personal computer. T ... 

13 A survey and analysis of Electronic Healthcare Record standards 

Marco Eichelberg, Thomas Aden, Jorg Riesmeier, Asuman Dogac, Gokce B. Laleci 
December 2005 ACM Computing Surveys (CSUR), volume 37 issue 4 
Publisher: ACM Press 

Full text available: ^pdf(M4.J.l.!<B} Additional Information: felicitation, abstract, M§r§f:£ss, LndexMrns 



Medical information systems today store clinical information about patients in all kinds of 
proprietary formats. To address the resulting interoperability problems, several Electronic 
Healthcare Record standards that structure the clinical content for the purpose of 
exchange are currently under development. In this article, we present a survey of the 
most relevant Electronic Healthcare Record standards, examine the level of 
interoperability they provide, and assess their functionality in terms o ... 

Keywords: Electronic Healthcare Record standards, eHealth, interoperability 



14 A survey of structured and object-oriented software specification methods and 

techniques 
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Roe! Wieringa 

December 1998 ACM Computing Surveys (CSUR), Volume 30 issue 4 
Publisher: ACM Press 

Additional Information: full cifetian, abstract, nsMefices, citings, index 



Full text available: mj»^5L2S.KB) . rprc r . . 

^ terms , review 

This article surveys techniques used in structured and object-oriented software 
specification methods. The techniques are classified as techniques for the specification of 
external interaction and internal decomposition. The external specification techniques are 
further subdivided into techniques for the specification of functions, behavior, and 
communication. After surveying the techniques, we summarize the way they are used in 
structured and object-oriented methods and indicate ways in w ... 



Keywords: languages 



15 A taxonomy of Data Grids for distributed data sharing, management, and processing H 
(§> Srikumar Venugopal, RajkumarBuyya, Kotagiri Ramamohanarao 
^ June 2006 ACM Computing Surveys (CSUR), Volume 38 issue l 
Publisher: ACM Press 

Full text available: *Qo dfs1.7Q MB) Additional Information: full citation, abstract, references, index terms 

Data Grids have been adopted as the next generation platform by many scientific 
communities that need to share, access, transport, process, and manage large data 
collections distributed worldwide. They combine high-end computing technologies with 
high-performance networking and wide-area storage management techniques. In this 
article, we discuss the key concepts behind Data Grids and compare them with other data 
sharing and distribution paradigms such as content delivery networks, peer-to-peer n ... 

Keywords: Grid computing, data-intensive applications, replica management, virtual 

organizations 



16 A tour. through. cedar Q 
Warren Teitelman 

March 1984 Proceedings of the 7th international conference on Software engineering 

Publisher: IEEE Press 

Full text available: @:X.if(2,Q8.ME3;. Additional Information: Mj&tfan. 1$1&miG8&, Glftnas, iDdfiLtefXDS 



17 Active. Pra^^ Q 
Henrique Andrade, Tahsin Kurc, Alan Sussman, Joel Saitz 

November 2002 Proceedings of the 2002 ACM/IEEE conference on Supercomputing 

Publisher: IEEE Computer Society Press 

Full text available: ^flclf£24.7*.81.Kfi} Additional Information: ML^XIQBa absfevL Merences, index. ter-ns 

The Grid environment facilitates collaborative work and allows many users to query and 
process data over geographically dispersed data repositories. Over the past several years, 
there has been a growing interest in developing applications that interactively analyze 
datasets, potentially in a collaborative setting. We describe the Active Proxy-G service 
that is able to cache query results, use those results for answering new incoming queries, 
generate subqueries for the parts of a query that cann ... 

18 H 

Adaptation to us ers: interactive learning of structural shape descriptions from ™ 

automatically ge nerated near-miss examples 



http://portal.acm. org/resultsxfm?query=server%20neai%20prop 



10/12/06 



Results (page 1): server near property near value near client near extensible markup langu Page 6 of 7 



.,=., Tracy Hammond, Randall Davis 
*W January 2006 Proceedings of the 11th international conference on Intelligent user 
interfaces IUI '06 
Publisher: ACM Press 

Full text available: ^ odf(433.02 KB; Additional Information: full citation, abstract, references. Index terms 

Sketch interfaces provide more natural interaction than the traditional mouse and palette 
tool, but can be time consuming to build if they have to be built anew for each new 
domain. A shape description language, such as the LADDER language we created, can 
significantly reduce the time necessary to create a sketch interface by enabling automatic 
generation of the interface from a domain description. However, structural shape 
descriptions, whether written by users or created automatically by the c ... 

Keywords: active learning, ladder, near-miss, shape description, sketch recognition, 
structural description, user interfaces 



19 Adapting to network and client variability via on-demand dynamic distillation mm 
Armando Fox, Steven D. Gribble/Eric A. Brewer, Elan Amir 

October 1996 ACM SIGOPS Operating Systems Review , ACM SIGPLAN Notices , 

Proceedings of the seventh international conference on Architectural 
support for programming languages and operating systems ASPLOS- 

VII, Volume 30 , 31 Issue 5 , 9 

Publisher: ACM Press 

Full text available- fj£ | odf(1.64 MB') Additjonal lnformation: MdWOtt atabfiL references, diinc^ index. 
^ terms 

The explosive growth of the Internet and the proliferation of smart cellular phones and 
handheld wireless devices is widening an already large gap between Internet clients. 
Clients vary in their hardware resources, software sophistication, and quality of 
connectivity, yet server support for client variation ranges from relatively poor to none at 
all. In this paper we introduce some design principles that we believe are fundamental to 
providing "meaningful" Internet access for the entire range of ... 

20 Adventure H 
Nick Benton, Andrew Kennedy, Claudio V. Russo 

August 2004 Proceedings of the 6th ACM SIGPLAN international conference on 
Principles and practice of declarative programming 

Publisher: ACM Press 

Full text available: ^ ] odf(434.Q4 KB) Additional Information: full citation, abstract, references, index terms 

SML.NET is a compiler for Standard ML that targets the Common Language Runtime and 
is integrated into the Visual Studio development environment It supports easy 
interoperability with other .NET languages via a number of language extensions, which go 
considerably beyond those of our earlier compiler, MLj.This paper describes the new 
language extensions and the features of the Visual Studio plugin, including syntax 
highlighting, Intellisense, continuous type inference and debugger support. We dis ... 

Keywords: applications of declarative programming, functional programming, integration 
of paradigms, programming environments 



Results 1 - 20 of 200 Result page: 1 2 3 4 5 6 7 8 9 10 next; 

The ACM Portal is published by the Association for Computing Machinery. Copyright © 2006 ACM, Inc. 

Tef.rns of Usage P/K^<Acy.P.oljcy. Code.o££thLCSi ContacLUs 



http://portal.acm.org/results.cfm7q 10/12/06 



Results (page I): server near property near value near client near extensible markup langu... Page 7 of 7 
Useful downloads: ftMQte AcrgM. &J3&MBfflfe im^MaflM ^.Real Player 



http://portal.acm. org/resu1tsxfm?query=server%20ne 10/12/06 



US Patent and Trademark Office for EIC - Advanced Search (INZZ) 



Page 1 of 2 



Dsateg DataStiti 





options 


logoff 


feedback 


help 



.:.:.y.:.x.y.:.:.:.:.:.:.:.>:.r.:.:.:.w. >:-:.:•:<■■> 



Advanced Search: 

Inspec - 1898 to date (INZZ) 



No. 


Database 


Search term 


Info added 
since 


Results 




1 


INZZ 


server NEAR property 


unrestricted 


33 


Show titles 


2 


INZZ 


1 AND (client$ OR consumer$ OR 
user$ OR custom er$) 


unrestricted 


18 


show titles 


3 


INZZ 


2 AND extensible ADJ markup ADJ 
language 


unrestricted 






4 


INZZ 


2 AND map 


unrestricted || 0 




5 


INZZ 


2 AND web ADJ adjl ADJ browser$ 


[ unrestricted ||_ 0 




6 


INZZ 


2 AND web 


unrestricted | 4 


show titles 



hide | delete ail search steps.,, | delete individual search steps, , f 
Enter your search term(s): Search tips HI Thesaurus mapping 

I : 



whole document 



Information added since: 
(YYYYMMDD) 



or: none 



□ Documents with images 



Select special search terms from the following list(s): 

^^Publication year 1950- 

f§|| Publication year 1898-1949 
||||lnspec thesaurus - browse headings A-G 
|||lnspec thesaurus - browse headings H-Q 
f|||lnspec thesaurus - browse headings R-Z 

|||f Inspec thesaurus - enter a term 
I^JI Classification codes A: Physics, 0-1 
^^Classification codes A: Physics, 2-3 



http://www.datastarweb.com/USPTOEIC/2006 1 0 1 2_22 1 1 09_9dffO_f/WBSEARCH/l l/4c4. 



10/12/06 



US Patent and Trademark Office for EIC - Document(s) (INZZ) 



Page 1 of 6 




options I logoff 1 feedback | help 



Document 



Select the documents you wish to save or order by clicking the box next to the document, 
or dick the link above the document to order directly. 



^^^^ locally as: | PDF document 1M search strategy: [do not include the search strategy 



& Select All 

1 Robust and simple authentication protocol for secure communication on the Web. 

2 A Web-based trial execution, sy^ 

3 Bilateral anonvmity and prevention of abusing logged Web addresses. 

4 Securing the^n^mity of content providers in the World Wide Web. 



F\ document 1 of 4 Order Docume n t 
Inspec - 1898 to date (INZZ) 
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Title 

Robust and simple authentication protocol for secure communication on the Web. 
Conference information 

Web Engineering. 5th International Conference, ICWE 2005. Proceedings, Sydney, NSW, Australia, 27- 

29 July 2005. 
Source 

Web Engineering. 5th International Conference, ICWE 2005. Proceedings (Lecture Notes in Computer 
Science Vol.3579), 2005, p. 352-62, 11 refs, pp. xxii+633, ISBN: 3-540-27996-2. 
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Abstract 

User authentication is an important part of security, along with confidentiality and integrity, for 
systems that allow remote access over untrustworthy networks, such as the Internet Web 
environment. In 2005, Chien-Wang-Yang (CWY) pointed out that Chien-Jan's ROSI protocol required 
state synchronization between the client and the. server, and then its state-synchronization property 
was vulnerable to the denial of service (DoS) attack. Furthermore, they proposed an improved protocol 
that conquered the weaknesses and extended its key agreement functions, and improved the server's 
performance. Nevertheless, CWY's improved ROSI protocol does not provide perfect forward secrecy 
and is vulnerable to a Denning-Sacco attack. Accordingly, the current paper demonstrates that CWY's 
protocol does not provide perfect forward secrecy and is susceptible to a Denning-Sacco attack. We 
then present an enhanced protocol to isolate such problems. 
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Abstract 

The reuse of software components is a key to realize the component-based development. When 
application programmers want to reuse software components provided by third parties on the Internet, 
static specification documents attached to components are insufficient as information regarding the 
behavioral features of components. In this paper, we propose a new system that enables the trial 
execution of components over the Internet from a remote site. Our system instantiates components on 
the server, and provides the Web browser with readable property values and graphical user 
interface images of components whenever methods of components are invoked by input argument 
values. As a result of comparative evaluation, it is found that the usefulness of our system is greater 
than those of conventional techniques. 
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Abstract 

A lot of effort has been taken to hide the content of a message from eavesdroppers. However, often 
not only the content, but also the address and identity of sender and/or receiver of the message are of 
interest for attackers. For that reason, several approaches were developed to guarantee anonymity in 
the case of email. A lot of services offer users to access Web pages unrecognised or without the risk 
of being backtracked, respectively. This kind of anonymity is called user or "client anonymity'. 
However, there are only a few offers that provide an equivalent protection for content providers, 
although this feature is desirable for many situations in which the identity of a publisher or content 
provider is to be hidden. This property is called server anonymity. The term "server anonymity' is 
explained in detail with the help of an existing system fulfilling some hundreds of thousand user 



http ://www. datastarweb . com/USPTOEIC/2006 1 0 1 2_22 1 1 09_9df£0 JAVBFORM/1 0/c5 09e. . . 10/1 2/06 



US Patent and Trademark Office for EIC - Document(s) (INZZ) 



Page 4 of 6 



requests per day. We also describe our experiences in providing such a system with respect to misuse. 
Furthermore there is another sensitive fact. While browsing Web pages, the used URLs are logged both 
by the Web client (Web browser) which is used and the Internet service provider (ISP), or any other 
instance or organisation that is involved in the communication. Hence the ISP can investigate the 
content a user is interested in afterwards simply by reusing the logged URLs. The same problem 
results from the behaviour of regular Web browsers to build an address history and local copies 
(browser cache) of the visited Web pages. We demonstrate a way of preventing the reuse of logged 
Web addresses by introducing the concept of temporarily valid Web addresses. 
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Abstract 

Nowadays, the World Wide Web (WWW) is an established service used by people all over the world. 
Most of them do not recognize the fact that they reveal plenty of information about themselves or their 
affiliations and computer equipment to the providers of the Web pages they connect to. As a result, a 
lot of services offer users access to Web pages without being recognized or without the risk of being 
backtracked. This kind of anonymity is called user or client anonymity. On the other hand, an 
equivalent protection for content providers does not exist, although this feature is desirable for many 
situations in which the identity of a publisher or content provider should be hidden. We call this 
property "server anonymity'. We introduce a system with the primary goal of offering anonymity for 
WWW information providers. Besides this property, the system also provides client anonymity. Based 
on D.L. Chaum's (1981) idea of mixes, and in relation to the context of the WWW, we explain the term 
"server anonymity', using as an example the system JANUS ("Justly Anonymizing Numerous URLs 
Systematically'), which offers both client and server anonymity. 
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